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«... Cuctema oonxKHa nmetb
BO3MOHOCTb 10rMpoOBaHNA AEUCTBUIA
nonb3oBatesien U ApYyrmx oCHOBHbIX
cobbITUN...»



Metwork Setup

History  Exit

27.02.2023 14:13:30 Login admin, RX 192.168.1.231 (left)

37.02.2023 14:13:36 Connecting TX 192.168.1.210 (Notebook), RX 192.168.1.231 (left)
27.02.2023 14:13:39 Connected to TX 1.128.192.168 (Notebook), RX 192.168.1.231 (left)
27.02.2023 14:13:45 Connecting TX 192.168.1.209 (bigPC1_manual), RX 192.168.1.231 (left)
37.02.2023 14:13:48 Connected to TX 1.128.192.168 (bigPCl_manual), RX 192.168.1.231 (left)
27.02.2023 14:17:04 Logout admin, RX 192.168.1.231 (left)

27.02.2023 14:17:20 Login admin, RX 192.168.1.231 (left)

37.02.2023 14:17:26 Connecting TX 192.168.1.210 (Notebook), RX 192.168.1.231 (left)
27.02.2023 14:17:28 Connected to TX 1.128.192.168 (Notebook), RX 192.168.1.231 (left)
27.02.2023 14:17:41 Connecting TX 192.168.1.210 (Notebook), RX 192.168.1.237 (right)
27.02.2023 14:17:44 Connected to TX 1.128.192.168 (Notebook), RX 192.168.1.237 (right)
27.02.2023 18:11:15 Login admin, RX 192.168.1.237 (right)

27.02.2023 18:11:24 Connecting TX 192.168.1.209 (bigPC1_manual), RX 192.168.1.237 (right)
27.02.2023 18:11:27 Connected to TX 1.128.192.168 (bigPCl_manual), RX 192.168.1.237 (right)
27.02.2023 18:11:34 Connecting TX 192.168.1.210 (Notebook), RX 192.168.1.237 (right)
27.02.2023 18:11:37 Connected to TX 1.128.192.168 (Notebook), RX 192.168.1.237 (right)
27.02.2023 18:13:26 Connecting TX 192.168.1.210 (Notebook), RX 192.168.1.237 (right)
27.02.2023 18:27:27 Login admin, RX 192.168.1.231 (left)

37.02.2023 18:27:33 Connecting TX 192.168.1.210 (Notebook), RX 192.168.1.231 (left)
27.02.2023 18:27:35 Connected to TX 2.128.192.168 (Notebook), RX 192.168.1.231 (left)
27.02.2023 18:27:37 Login admin, RX 192.168.1.237 (right)

27.02.2023 18:27:41 Connecting TX 192.168.1.209 (bigPC1_manual), RX 192.168.1.237 (right)
27.02.2023 18:27:44 Connected to TX 2.128.192.168 (bigPC1_manual), RX 192.168.1.237 (right)
28.02.2023 10:53:19 Login admin, R¥ 192.168.1.237 (right)

28.02.2023 10:53:31 Connecting TX 192.168.1.234 (dostup), RX 192.168.1.237 (right)
28.02.2023 10:53:52 Connecting TX 192.168.1.209 (bigPC1_manual), RX 192.168.1.237 (right)
28.02.2023 10:53:54 Connected to TX 2.128.192.168 (bigPCl_manual), RX 192.168.1.237 (right)
28.02.2023 10:56:37 Logout admin, RX 192.168.1.237 (right)

28.02.2023 13:56:03 Connecting TX 192.168.1.209 (bigPC1_manual), RX 192.168.1.231 (left)
78.02.2023 13:56:05 Connected to TX 2.128.192.168 (bigPCl_manual), RX 192.168.1.231 (left)
28.02.2023 13:56:24 Logout admin, RX 192.168.1.231 (left)

History —

Search Al Query
Log Time Log Event
27.02.2023 14:13:30 Login admin, RX 192.168.1.231 (left)

27.02.2023 14:13:36 Connecting TX 192.168.1.210 (Motebook), RX 192.168.1.231 (left)
27.02.2023 14:13:39 Connected to TX 1.128.192.168 (Motebook), RX 192.168.1.231 (left)
27.02.2023 14:13:45 Connecting TX 192.168.1.209 (bigPC1_manual), RX 192.168.1.231 (...
27.02.2023 14:13:48 Connected to TX 1.128.192.168 (bigPC1_manual), RX 192.168.1.23...
27.02.2023 14:17:04 Logout admin, RX 192.168.1.231 (left)

27.02.2023 14:17:20 Login admin, RX 192.168.1.231 (left)

] 27.02.2023 14:17:26 Connecting TX 192.168.1.210 (Motebook), RX 192.168.1.231 (left)
27.02.2023 14:17:28 Connected to TX 1.128.192.168 (Motebook), RX 192.168.1.231 (left)
27.02.2023 14:17:41 Connecting TX 192.168.1.210 (Motebook]), RX 192.168.1.237 (right)
27.02.2023 14:17:44 Connected to TX 1.128.192.168 (Notebook), R¥ 192.168.1.237 (rig...
27.02.2023 18:11:15 Login admin, RX 192.168.1.237 (right)
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Receiver Account Profile Log

[Alllogs v

\ All Severity v All Device v
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Information
Warning
Information
Warning
Information
Warning
Warning
Information
Information

Information

Warning
Warning
Warning
Information
Information
Information
Information
Information
Information

Information

Configuration

Time

2023/02/28 12:36:18

2023/02/28 07:45:28

2023/02/28 07:45:18

2023/02/28 00:13:26
2023/02/28 00:13:26
2023/02/28 00:13:15

2023/02/28 00:13:15

2023/02/28 00:13:10
2023/02/28 00:01:00
2023/02/27 22:17:50
2023/02/27 22:17:50
2023/02/27 22:17:16
2023/02/27 22:17:16
2023/02/27 15:21:49
2023/02/27 15:21:49
2023/02/27 15:18:58
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Log Information

Connection V|A|U to channel [001074BD04380000] terminated

Device disconnected with manager (id=001074BE08

Connection V|A|U to channel '001074BD044F0000] terminated

Device disconnecte

vith manager (id=001074BE08AB0000).

Device is up (id=001074BD0A020000)

Device discon 1074BD0A020000)

/ith manager (ic

Device lost (id=001074BD0A
Device is up (id=001074BD04490000)
Connection V to channel [001074BD04450000] established

Connection V|A|U to channel '001074BD04490000] terminated

Device disconnect 074B8D04490000)

manager (id=00

Device lost (id=0010748D04450000)

vithin 150 days
Connection V|A|U|S to channel [001074BD0A380000] terminated
Connection V|A|U to channel
Connection V|A|U to channel [001074BD0OA3ED000] terminated
Connection V to channel [001074BD0A380000] established.
Connection V|A|U to channel '001074BD0A050000] terminated
Connection V|A|U to channel [001074BD0A060000] established

Connection V to channel [001074BD0A050000] established.

[001074BDOA3ED000] established.

Oy it

4




Log Information

Connection V|A|U to channel [001074BD04380000] terminated.
50000}
Connection V|A|U to channel” 001074BD044F0000] terminated.
Device disconnected with manager (id=001074BE08AB0000).
Device is up (id=001074BD0A020000).
ected with manager (id=0010748D0A020000)
Device lost (id=0010748D0A020000)
Device is up (id=001074BD04490000).
Connection V to channel [001074BD04450000] established.
Connection V|A|U to channel 001074BD04490000] terminated.
Device disconnected with manager (id=0010748D04490000)
Device lost (id=001074BD044590000)

log within 150 days.

To keep the system
Connection V|A|U|S to channel [001074BD0A380000] terminated.
Connection V|A|U to channel [001074BD0OA3E0000] established.
Connection V|A|U to channel [001074BD0OA3E0000] terminated.
Connection V to channel [001074BD0A380000] established.
Connection V|A|U to channel '001074BD0A050000] terminated.

Connection V|A|U to channel [001074BD0A060000] established.

Connection V to channel [001074BD0A050000] established.




K oCHOBHbIM cObbITUAM OObIYHO OTHOCUTCS

°* dBTOpU3aLUA NOJIb30BaTeNA
* 3dBepueHue ceCCMU nonb3oBaTtens

* noagxknwyvyeHnme NCTOHYHUKa



K TexHnyeckmm cobbiTMam moryt oTHOCUTCA
* 3arpy3Ka yCTpOUCTBaA
°* nepesarpysKa ycTpoucrsa

°* MN3MeHeHune TeKyunux HaCtpoek



K nponssoaHbiM OT 6a30BbiX COObITUN MOrYT
OTHOCUTCA

* KomaHpa PUSH, noakntouyeHue UCTOUYHUKA
°* aKTuBauuA npecerta, NnogKnoyYeHue NCTOMHUKOB

° KU3MeHeHue WabnoHa BUaeocCTeHbl, NOAKAI0OYEeHUe
MCTOYHUKOB



«... Cuctema oonxKHa nmetb
BO3MOHOCTb 10rMpoOBaHNA AEUCTBUIA
nonb3oBatesien U ApYyrmx oCHOBHbIX
cobbITUN...»



[Ana yero u AnAa Koro Heobxoammo
nornposaHue?



#01 [lnAa TexHUn4YecKoro
ob6cnyXuBaHma cuctemoil



ANA cny>Kbébl 6e3onacHocTU
ANA aHaAu3a AeUCTBMU onepaTopa
ANA aHann3a paboTbl UHPOPMALMOHHDbIX CUCTEM 3aKAa3UMKa

ANA oNTUMKU3aLMm paboTbl onepaTopoB U MHPOPMALMOHHDIX
cucrem

aAna obyueHuna cotpyaHmMKos, paboTte ¢ TMNOBbIMK 3a4a4amMu



JlormpoBaHue ANnAa aHaAU3a



>> 10:00 nonbITKa aBTopm3aumn, UBaHoB —
>> 10:02 nonbITKa aBTOpM3aumn, BaHoB —
>> 10:03 aBTopmsauma, UBaHoB

>> 10:04 nogKkntovyeHne UCToYHUKa: Top Secret



>> 3¢bibILILLKB
>> PasWord

>> PassWord



>> 123456
>> Admin

>> PassWord



>> Password
>> passWord

>> PassworD



TaKxXe moXeT 6bITb NCNO/b30BaHO ANA:
* ANA aHanNun3a AencTBMn onepartopa

* nNA aHanu3sa pabotbl MHPOPMALMOHHDBIX CUCTEM 3aKa3uMKa

* ANA oNTUMMU3aUUKM paboTbl onepaTopos u
MHPOPMALLMOHHbDbIX CUCTEM

* AnAa obyyeHUa coTpyaHUKOB, paboTe C TMNOBbIMU
3a4a4amm



HamepeHHble, BpeaOHOCHbIe AeUCTBUSA
nonb3oBaTe/1Ieu



Kak noany4uunTb 3anmucb 4eUCTBUM
onepartopa?



Onepatop noAa
Kamepown




MporpammHoO-annapaTHbIX KOMMNEKC 3anucn AemncTBmnmn
oneparopa

ATEN CCVSR + ATEN IP-KVM uan TNTv IP-KVM
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IP KVM wnio3

IP KVM lMNpueMHuk
TNTv | ATEN

Cepsep c MO ATEN CCVSR




